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he ongoing crisis that the entire  internet and its digital
world has been experiencing, economy, and all that is
has created instability in occurring in a short period
the global economy, supply of a few months.

chain disruption and society

transformation. The Covid-19 This paper presents the
pandemic has been dramatically  variety and complexity of
impacting society and has today’s business risks with
forced everyone to become an emphasis in cyberthreats
highly dependent on the challenges. It further
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highlights the urgent need
to address these risks in a
holistic approach, as they
might bring a domino
effect that will probably
affect crucial operations
and business environments

globally.

With many companies all
over the world pressured to
immediately shift most of
employees to a work-from-

home (WFH) operating

model, prone to a large set of cyber-attacks in the
process, it is certain that security and risk management
leaders have to adopt a more powerful approach in order

to shape enterprise risk management strategies.

It is high time that leaders strategically manage risks

in a broad set of domains including geopolitics, talent
shortages, organizational changes, regulations and the
current Covid-19 crisis. Organizations need to cultivate
a model of shared risk ownership and take a strategic
approach to business resilience. Successful cyber
resilience requires a unified multi-disciplinary strategy
so as to achieve not only regulatory compliance but also

cohesive business and digital adoption.

62994722
018892446515
101897338262871
1267354344128115
45388545049382246
855926221521422536
115377544640342542
97254550244832148
555815892288455
8256447880221
154041460
58484237
213105011
1440824677
22267557816
948762914252
551383725372
8258081603201
24543376849185
558842877245242
7297417112215612
7415065640721212
28897225666282463

index

Introduction

Definitions and Risks
in Business

Cybersecurity Stressors

and Future Solutions Conclusion

Business Response




D

)N I
BISEININGINSFANDENSISSHIN
BUSINESS




KEY
SECURITY &
RISK RELATED

'iEFNTQNS

Cybersecurity Stressors
and Future Solutions

o

index

in Business

Introduction Definitions and Risks

Business Response Conclusion




/‘ Enterprise Risk
Management (ERM)

Enterprise Risk Categories (ERC)
e Strategic and Reputational
® Operational

Cybersecurity &

Information Security (IS) e Financial

@ Cyberrisk and Cyberthreats

eLegal and Compliance

® Human Resources (people and

culture)

Business security approach
) ) ) * Security not considered
Chief Information Security

Officer (CISO), Chief ® Enhance capabilities
Information Officer (CIO),

and Chief Risk Officer

(CRO) * Proactive cybersecurity

® Risk-based approach
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perspective of how well an organization deals with its
own risks. Successful enterprise risk management and
cyber-resilience approaches, help organizations to deliver
a smarter, faster and more connected future, driving
business growth and efficiency. As cyber threats continue
to evolve, public- and private-sector leaders need to cope
with them both in the digital and physical domain in order
to mitigate any possible harm to employees and avoid the
disruption of crucial operations. Companies that monitor
and take action on the signs and warnings, are likely to
adjust and benefit form a highly uncertain and fast-moving

setting.
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The opinion, analysis, and research results
presented are drawn from research and
analysis conducted and published by APU

Research, unless otherwise noted.

The facts and data set out in this publication
are obtained from sources which we believe
to be reliable. This publication has been
written in general terms and therefore
cannot be relied on to cover specific
situations; application of the principles

set out will depend upon the particular
circumstances involved and we recommend
that you obtain professional advice before
acting or refraining from acting on any of the
contents of this publication. APU would be
pleased to advise readers on how to apply
the principles set out in this publication to

their specific circumstances.

Note: While care has been taken in
gathering the data and preparing the
report we do not make any representations
or warranties as to its accuracy or
completeness and expressly excludes to the
maximum extent permitted by law all those
that might otherwise be implied, and we
accept no legal liability of any kind for the
publication contents, nor any responsibility
for the consequences of any actions
resulting from the information contained
therein nor conclusions drawn from it by

any party. We accept no responsibility or

liability for any loss or damage of any nature
occasioned to any person as a result of
acting or refraining from acting as a result of,
or in reliance on, any statement, fact, figure
or expression of opinion or belief contained
in this report. The views expressed in this
publication are those of the author(s) and do
not necessarily represent the views of the
APU or its network partners. Publications are
submitted to as research contributions to

its insight areas and interactions, and APU
makes the final decision on the publication.
This report does not constitute advice of any
kind.

This document makes descriptive reference
to trademarks that may be owned by others.
The use of such trademarks herein is not an
assertion of ownership of such trademarks
by APU and is not intended to represent

or imply the existence of an association
between APU and the lawful owners of such

trademarks.

All rights reserved. No part of this
publication may be reproduced, stored
in a retrieval system, or transmitted in
any form or by any means, electronic,
mechanical, photocopying, recording, or
otherwise, without the prior permission
of the publishers. Material content is
used in accordance to Access Programs/

Subscriptions licenses.



g N | | _

¥ mmm

5226479 194

ﬁq ;:'EBZSBIZEIE i

=Y

)

LAPUnsichs

0000

Designed and produced by APU Insights Creative Studio



https://www.linkedin.com/company/apu-commercial-information-services-llc/?viewAsMember=true
https://twitter.com/ApuLlc
https://www.youtube.com/channel/UCTnM15Rk5VZnz3Px0Zl9hYg/featured
https://www.facebook.com/apucis

	Introduction
	Section 1:  Definitions and Risks in Business
	Section 2: Cybersecurity Stressors & Future Solutions
	Section 3:  Business Response
	Conclusion





